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CyberTwice Configure Algo IP Speakers for the CyberGate service

CyberGate

Microsoft Teams is the hub for team collaboration in Microsoft Office 365 that integrates people,
content, conversations and tools your team needs. Via the CyberGate application that runs in
Microsoft Azure you can now connect Algo IP products to your Microsoft Teams environment.
Microsoft Teams users can set up calls to Algo IP Speakers and Paging Adapters — with 2-way audio
- on the Teams desktop client, Teams desk phone or Teams Smartphone app.

CyberGate is a subscription based Software-as-a-Service (SaaS) hosted in Azure. With CyberGate
there is:

no need to setup a hosting environment,

no need to download or install any software from CyberTwice or a 3rd party,

no need to install additional Virtual Machines,

no need for a Session Border Controller (SBC) or extra licenses for your existing SBC
no need for to get additional PSTN like phone numbers for your SIP intercoms.

Note:

For instructions on how to purchase and configure the CyberGate service, see our Tech Note:
‘Connect a SIP Intercom to MS Teams using the CyberGate service'. (https://support.cybertwice.
com/knowledgebase.php?article=6).
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CyberTwice Configure Algo IP Speakers for the CyberGate service

Algo IP Speakers

For this document an Algo 8180 IP Audio Alerter (from now on named ‘Algo’) is used to connect to
the CyberGate service (from now on named ‘CyberGate’).

This manual also applies to the following Algo products

Algo IP Speakers:

8180 IP Audio Alerter

8186 IP Horn Speaker

8196 IP PoE+ Horn Speaker

8188 IP Ceiling Speaker

8189 IP Surface Mount Speaker

8190 IP Speaker — Clock

8190S IP Speaker — Clock & Visual Alerter
8198 IP PoE + Ceiling Speaker

Algo IP Display Speakers:
« 8410 IP Display Speaker

IP Paging Adapter:

« 8301 IP Paging Adapter & Scheduler

+ 8305 Multi-Interface IP Paging Adapter
« 8373 IP Zone Paging Adapter

IP Visual Alerter:

« 8128 IP Visual Alerter
« 8138 IP Color Visual Alerter
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CyberTwice Configure Algo IP Speakers for the CyberGate service

Secure communication with CyberGate.

The Algo Speakers, Paging Adapters and Visial Alerters are certified for secure communication with
CyberGate.

Start by configuring the Algo using the following steps first. If the connection and test calls are
successful, modify the configuration to use secure communication.

For instructions on how to use secure communication see page 9 of this document.

Note:

This manual describes the most basic configuration of the Algo IP Speaker for use with
CyberGate. The advanced Algo paging and multicast features can be used with CyberGate without
any issues, but are not descibed in this manual. Refer to the documentation of Algo for additional
configuration options.

This manual contains an Appendix: Install the CyberGate App.
It describes the installation and usage of the CyberGate app for Microsoft Teams.

Use the CyberGate app for Microsoft Teams to:
« See the status of your device and calling the device from Teams by clicking on just one button
« Set your Availability status in a configured CyberGate Multi-ring group with one click

Installation of the CyberGate app for Microsoft Teams is highly recommended.

Follow the next steps to configure the Algo to connect it to CyberGate.
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Connect the Algo to the network, power it on and open a webbrowser to its IP-address.

ALGO 8039 SIP Video Intercom Control Panel Firmware: 2.0.1

| status

Status and Login | Video

Welcome to the Algo 8039 SIP Video Intercom Control Panel

Setting up your SIP Video Intercom:

Step 1: Configure your SIP Video Intercom

Log in with the default password and use the Basic Settings pages to set up the basic information.
Step 2: Check network settings (Optional)

Use the Network page under the Advanced Settings tab to change network settings. The default setting for the device is to obtain its IP address from a DHCP server. Contact your Network System administrator if you plan to assign a
static IP address, Mask, and Gateway to the device.

Step 3: Secure your SIP Video Intercom (Optional)

Use the Admin page under the Advanced Settings tab to change the administrator password.
£.Changing the password is extremely important if the device is directly connected to a public network.

Step 4: Register your SIP Video Intercom (Optional)
Please register your product using the link below:
http://www.algosolutions.com/register

Registration ensures your access to the latest upgrades to this product and important service notices.

Login

Password (default: algo) b Logn

Status

Device Name videodoorphone

SIP Registration No Account

Call Status Idle

Proxy Status Single proxy mode

Security s Disabled
SRTP Disabled

Provisioning Status None found

MAC 00:22:ee:0b:02:f1

P 192.168.160.113

Netmask 255.255.255.0

Gateway 192.168.160.1

Date / Time Fri Apr 15 09:12:08 UTC 2022

Multicast Mode Disabled

Volume Speaker Volume: 8 (-6dB)

Door Relay Terminal Enabled, Door Locked

Network Door Controller Not Configured

Extension to Dial Not Configured

Sign in with the configured or supplied password of the Algo.

B CyberTwice™. 4



Configure Algo IP Speakers for the CyberGate service

When signed-in successfully, the first menu shown is the Basic Settings-SIP menu.

ALGO 8180G2 SIP Audio Alerter Control Panel

Status || Basic Settings | [ Additional Features | Advanced Settings |[ system Logout

SIP | Features  Multicast

SIP Settings
sIP

(D) This section allows the SIP server information & account credentials to be entered. This information should be obtained from your telephone system administrator or hosted account provider. After saving these settings, see the Status tab to confirm
successful registration.

SIP Domain (Proxy Server)
(@Default port is 5060. To specify a different port, enter PROXY:PORT, e.g. my_proxy.com:5070, or 192.168.1.10:5080.

Ring/Alert Mode ©Monitor "Ring" event on registered SIP extension
Use "Subscribe/Notify" dialog event (RFC 4235) to monitor event on different extension
Use "Subscribe/Notify" presence event (RFC 3856/3863 PIDF) to monitor event on different extension

None
Ring/Alert Extension ——— 1

Authentication ID ————

Authentication Password | — )

Display Name (Optional) 1

(@The device will detect inbound ring events on this extension and play the alerting tone (and multicast if configured) until the inbound call stops ringing. It will not answer the call on this extension.
Base/Page Extension |

Authentication ID 1

Authentication Password  E—

Display Name (Optional) 1

(WThe device will auto-answer any inbound call received on this extension and provide a voice paging path (and multicast if configured).

+ save

Provide the following information:

SIP

SIP Domain cybergate.cybertwice.com

Base/Page Extension Use the Username provided by the CyberGate Management Portal

Authentication ID Use the Username provided by the CyberGate Management Portal

Authentication Password | Use the Password provided by the CyberGate Management Portal

Click the Save button when done.

ALGO 8180G2 SIP Audio Alerter Control Panel
Status || Basic Settings | [ Additional Features || Advanced Settings || System | [ Logout |

SIP | Features  Multicast

SIP Settings
s1p
® This section allows the SIP server il & account dentials to be entered. This il lion should be obtained from your telephone system administrator or hosted account provider. After saving these settings, see the Status tab to confirm
successful registration.
SIP Domzin (Proxy Server)
(i)Default port is 5060. To specify a different port, enter PROXY:PORT, e.g. my_proxy.com:5070, or 192.168.1.10:5080.
Ring/Alert Mode ©OMonitor "Ring” event on registered SIP extension
Use "Subscribe/Notify" dialog event (RFC 4235) to monitor event on different extension
Use "Subscribe/Notify" presence event (RFC 3856/3863 PIDF) to monitor event on different extension
Ring/Alert Extension ———
Authentication ID ——————
Authentication Password  E——
Display Name (Optional) ]
(@The device will detect inbound ring events on this extension and play the alerting tone (and multicast if configured) until the inbound call stops ringing. It will not answer the call on this extension.
Base/Page Extension
Authentication ID 8KDXU19JVCIBECG7YWP.
Authentication Password L]
Display Name (Optional) —————

(The device will auto-answer any inbound call received on this extension and provide a voice paging path (and multicast if configured).

+ save
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C Check the registration status in the Status-Device Status menu.
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ALGO 8180G2 SIP Audio Alerter Control Panel Firmware: 1.7.6

| status || Basic Settings || Additional Features || Advanced Settings || System Logout
Device Status

Welcome to the Algo 8180G2 SIP Audio Alerter Control Panel

Setting up your SIP Audio Alerter:

Step 1: Configure your SIP Audio Alerter
Log in with the default password and use the Basic Settings pages to set up the basic information.
Step 2: Check network settings (Optional)

Use the Network page under the Advanced Settings tab to change network settings. The default setting for the device is to obtain its IP address from a DHCP server. Contact your Network System administrator if you plan to assign a
static IP address, Mask, and Gateway to the device.

Step 3: Secure your SIP Audio Alerter (Optional)

Use the Admin page under the Advanced Settings tab to change the administrator password.
£.Changing the password is extremely important if the device is directly connected to a public network.

Step 4: Register your SIP Audio Alerter (Optional)
Please register your product using the link below:

http://www.algosolutions.com/register

Registration ensures your access to the latest upgrades to this product and important service notices.

Status
Device Name sipalerter
SIP Registration Page /s:a::euful (Extension Y8k 37YWP)
N
Call Status Idle ) -
Proxy Status Single proxy mode
Security LS Disabled
SRTP Disabled
Provisioning Status None found
MAC 00:22:ee:12:55:80
P 192.168.160.114
Netmask 255.255.255.0
Gateway 192.168.160.1
Date / Time Fri Apr 15 14:44:30 UTC 2022
Multicast Mode Disabled
Volume Page Volume: 4 (-18dB), Ring Volume: 4 (-18dB)
Relay Input Status Disabled

The basic configuration of the Algo for use with CyberGate is done!

Before calls can be initiated from Microsoft Teams to the Algo, additional configuration in the
CyberGate Admin portal is necessary.

Navigate to the following URL: https://admin.cybergate.cybertwice.com

Log in to the admin portal using a Microsoft account with admin privileges and navigate to the Device
Settings menu.

Cybe rTwice e, Koos Ridder
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ADMINISTRATION

Device settings

Create a device entry for each SIP device you are connecting to CyberGate.
Each created device entry contains an authentication username and password to be used in the configuration of your SIP device together with ‘cybergate.cybertwice.com' as the registar address.
For detailed instructions on how to configure the SIP device click here for the brand specific manuals.

B Licensing

& Global

&

To make the display name visible and to enable video in Teams, some configuration in the Teams environment is required.

This can be done automatically by executing the PowerShell script that can be downloaded with the button below.

The user to execute this script must have either the Global Administrator role or both the User Administrator role and the Teams Administrator role.
Fozzssazinformation see the manual.

&5 Device

0}0 Multi-ring

© Network

& Portal access

&% Meeting Display name Authentication username Password Licensed @ Recorded Teams to device Action
TEAMS APP Test location
O Availability
Test device QVOZTCASCUSHHOASCHFA yes no no
@ Device a n a E n

B CyberTwice™.
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CyberTwice Configure Algo IP Speakers for the CyberGate service

It displays the device that is used to configure the Algo. If the display name of the device shows the
warning symbol, it is necessary to download and run the Feature configuration PowerShell script. If
no warning sign is shown, skip this step.

Click on the blue ‘Download’ button to download the script

Open PowerShell on your PC with administrator privileges

Run the ‘FeatureConfiguration.psl’ script (./ FeatureConfiguration.ps1)

When it asks to authenticate, use the same Microsoft account as used to log in to the CyberGate
Admin portal
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S
=
S
S
a0
€=
=
S
O

2 Windows PowerShell
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You need either the global administrator role, or both
the user administrator role and teams administrator
role to be able to execute this script.

Writing logfile to location:
- \\Mac\Home\Desktop\FeatureConfiguration_2024-08-09_13-55-03.1log

Checking if required Powershell modules are installed...
- Checking module 'MicrosoftTeams': found V5.9.0

After the script is executed successfully no warning symbol is shown anymore.

CyberTwice @ Koos Ridder

fr in.onmicrosoft.com ~

ADMINISTRATION

B Licensing

&} Global

© Network

P Portal access
&8 Device

«  Multi-ring
CAMERA

&% Meeting
TEAMS APP

O Availability

@ Device

Device settings

Create a device entry for each SIP device you are connecting to CyberGate.
Each created device entry contains an authentication username and password to be used in the configuration of your SIP device together with ‘cybergate.cybertwice.com' as the registar address.
For detailed instructions on how to configure the SIP device click here for the brand specific manuals.

To make the display name visible and to enable video in Teams, some configuration in the Teams environment is required
This can be done automatically by executing the PowerShell script that can be downloaded with the button below.

The user to execute this script must have either the Global Administrator role or both the User Administrator role and the Teams Administrator role.
For more information see the manual.

Add device

Display name Authentication username Password Licensed @ Recorded Teams to device Action
Test location
Test device QVOZTCASCUSHHOASCHFA ﬂ AZZ 0000000000 ﬂ yes no ves n

Modification of CyberGate is know done.
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CyberTwice Configure Algo IP Speakers for the CyberGate service

To initiate a call from Microsoft Teams you can use one of two options.:

1. Call the Algo using the Teams Calls-menu
2. Use the CyberGate for Microsoft Teams app to find the Algo and call with just one click.

Using the Calls-menu:

Login to Microsoft Teams and navigate to the ‘Calls’ menu.

< D Q

Actvity Calls  Phone Contacts
Gt

&

Lo

cccccccc

FFFFF

You can either type the (Display)name of the Algo directly in the call field (at ‘Type a name’) or
search for ‘cybergate’.

cybergate] v

Pager

Get directed to an available representative. [N

It will show all of your CyberGate Devices. Select the Pager to call and click the blue ‘Call’ button.
A call to the Algo will be initiated and the Algo will answer automatically.

When Multicast is enabled with multiple zones, click on the three dots (...) in the call screen and
select the ‘Keypad’. With the keypad, zone-features of the Algo can be controlled.

Note:
A more convenient way of initiating a call is using the CyberGate for Microsoft Teams app. See
the Appendix in this document for installation and operating instructions.

I e vico o [ T



CyberTwice Configure Algo IP Speakers for the CyberGate service

S Secure communication over SIP-TLS

If a secure connection to CyberGate is desired, modify the configuration as follows:

Navigate to the menu Advanced Settings-Advanced SIP.

©
% ALGO 8180 IP Audio Alerter (G2)
= e
E Network  Admin  Time  Provisioning  Advanced Audio = Advanced SIP  Advanced Multicast
(&) Ady d SIP Settings
q-) General
p. SIP Transportation Auto &
3 Selen 'Auto to check DNS NAPTR record, then try UDP/TCP.
(&) TLS mode, if the SIP Server requires endpoints to be authenticated, a PEM file containing both a device certificate and a private key
Q) needs to be installed on the Algo device. Use the "System > File Manager” tab to upload a certificate file renamed to 'sipclient.pem’ in the ‘certs’
A foer
SIPS Scheme Enabled ODisabled
Validate Server Certificate Enabled ODisabled
@validate the SIP server against common certificats authorite. To vlidate aganst additionl cerficates, use the *System > il Maniager”
16D to upload o Baseas encoded X 509 cortcate flin-pem, co, o crt ormat o th cens/trusted folder
SIP Outbound Support (RFC 5626) Enabled ©Disabled
(Only enable this option if the SIP server supports RFC 5626.
Outbound Proxy ——————
Register Period (seconds) 3600
SRTP
SDP SRTP Offer Disabled +
NAT
Media NAT ONone  ICE  STUN
Server Redundancy
Server Redundancy Feature (Multiple SIP Server Support) Enabled ODisabled
Interoperability
Keep-Alive Method ONone  Double CRLF
()T setting will enable sending periodcCRLF messages fo bath UDP and TCP connections.
Use Outgoing TLS port in SIP headers OEnabled  Disabled
(Duse ephemeral port number from outgoing SIP TLS connection instead of listening port number in SIP Contact and Via headers. This is useful
1o connect the devce t Some local S servers ke Astrsk or FresSWITH,
Do Not Reuse Authorization Headers Enabled ©Disabled
(DWhen enabid, all SIP authorizatin informaion from th st successflrequest will o be eused i the next request.
Allow Missing Subscription-State Headers Enabled ODisabled
(D)When enabled, allow SIP NOTIFY messages that do not contain a "Subscription-State” header.
 save.

Modify the following information at Advanced SIP Settings:

General

SIP Transportation Change to TLS
SRTP
RTP Mode Change to Standard

Click Save when done.

B CyberTwice™.
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CyberTwice Configure Algo IP Speakers for the CyberGate service

ALGO 8180 IP Audio Alerter (G2) Firmware: 4.3.2
Sttus | [[BasicSekings | [ Adiional Features,|| Advanced Sewings || Sysiam | bosous

Network _ Admin _ Time _ Provisioning _ Advanced Audio | Advanced SIP | Advanced Multicast

Advanced SIP Settings
General
SIP Transportation
Select Auto to check DNS NAPTR record, then try UDP/TCP.
® 1n TLS mode, if the SIP Server requires endpoints to be authenticated, a PEM file containing both a device certificate and a private key
needs to be installed on the Algo device. Use the "System > File Manager* tab to upload a certificate file renamed to 'sipclient, pem’ in the ‘certs'
folder.
SIPS Scheme Enabled ©Disabled
Validate Server Certificate Enabled ODisabled
(@validate the SIP server against common certificate authoriies. To validate against additional certificates, use the "System > File Manager"
tab to upload a Base64 encoded X.509 certificate file in .pem, .cer, or .crt format to the ‘certs/trusted folder.
SIP Outbound Support (RFC 5626) Enabled ©Disabled
(@only enable this option if the SIP server supports RFC 5626.
Outbound Proxy )
Register Period (seconds)

SRTP
S0P SRTP Offer
SDP SRTP Offer Crypto Suite

NAT
Media NAT ©ONone ~ ICE = STUN

Server Redundancy
Server Redundancy Feature (Multiple SIP Server Support) Enabled ODisabled

Interoperability

Keep-Alive Method ©ONone  Double CRLF
()This setting will enable sending periodic CRLF messages for both UDP and TCP connections.

Use Outgoing TLS port in SIP headers OEnabled ~ Disabled
(D)Use ephemeral port number from outgoing SIP TLS connection instead of listening port number in SIP Contact and Via headers. This is useful
to connect the device to some local SIP servers, like Asterisk or FreeSWITCH.

Do Not Reuse Authorization Headers Enabled ODisabled
(DWhen enabled, all SIP authorization information from the last successful request will not be reused in the next request.

Allow Missing Subscription-State Headers Enabled ODisabled
(D)When enabled, allow SIP NOTIFY messages that do not contain a "Subscription-State” header.

 save

Configuration of the secure communication is done. All SIP and Audio traffic to/from CyberGate will
be encrypted.

Check the registration status in the menu ‘Status’.

ALGO 8180G2 SIP Audio Alerter Control Panel Firmware: 1.7.6
I ———— T T
Device Status

to the Algo 8180G2 SIP Audio Alerter Control Panel

Setting up your SIP Audio Alerter:

Step 1: Configure your SIP Audio Alerter
Log

Step 2: Check network settings (Optional)

with the default password and use the Basic Settings pages to set up the basic information.

Use the Network page under the Advanced Settings tab to change network settings. The default setting for the device is to obtain its IP address from a DHCP server. Contact your Network System administrator if you plan to assign a
static IP address, Mask, and Gateway to the device.

Step 3: Secure your SIP Audio Alerter (Optional)

Use the Admin page under the Advanced Settings tab to change the administrator password.
#.Changing the password is extremely important if the device is directly connected to a public network.

Step 4: Register your SIP Audio Alerter (Optional)

Please register your product using the link below:

http:
Registration ensures your access to the latest upgrades to this product and important service notices.

'www.algosolutions.com/register

Status
Device Name sipalerter ;
SIP Registration Page # Successtul (Extension Y8k 57YWP)
N
Call Status 1die
Proxy Status Single proxy mode
Security s Disabled
kTP Disabled
Provisioning Status None found
MAC 00:22:ee:12:55:80
» 192.168.160.114
Netmask 255.255.255.0
Gateway 192.168.160.1
Date / Time Fri Apr 15 14:44:30 UTC 2022
Multicast Mode Disabled
Volume Page Volume: 4 (~18d8), Ring Volume: 4 (-1848)
Relay Input Status Disabled

B CyberTwice™.



CyberTwice Configure Algo IP Speakers for the CyberGate service

A The CyberGate App
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Requirements for the CyberGate app
Requirements for using the CyberGate App:

1. A subscription to one of the following CyberGate SaaS solutions:
» CyberGate for IP Cameras with Teams
« CyberGate for IP Paging with Teams
« CyberGate for IP Intercoms with Teams

2. Access to the Microsoft Teams admin portal

Introduction

The CyberGate Teams app is an app that can be installed in your Microsoft Teams client. It is
developed to offer extra functionality using CyberGate.

The CyberGate app has three main features:

1. When using CyberGate Multi-ring groups, the app allows you to set availability status in a Multi-
ring group

2. It offers a Devices overview page. This page shows the current status of the device (online or
offline) and features a Connect-button. Using this button you can initiate a call from Teams to the
device with just one click

3. Easily open the door during a Teams call with an intercom device by clicking a Door open button

This manual describes the installation of the app and the first two features in detail as the Door-open
button is only applicable to intercoms.

The installation of the CyberGate app for Microsoft Teams as described in this document makes
the CyberGate app available for every user in the organisation. Of course this can be modified by
selecting different user groups and / or setup policies to match the policies of your organisation.
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A Installation

How to install

Configure Algo IP Speakers for the CyberGate se
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e Log in to the Microsoft Teams Admin Portal (https://admin.teams.microsoft.com)

: Microsoft Teams admin center £ search B &
X
ie] | & pashboard Overview  Collaboration activity
q:) I N & Edit
S ©  Teams Premium ®
<< A Teams v Announcement Deployment task status Self-help diagnostics
. . Ce If-hell
Teams Android devices are Sl
R Users v s : Use the Start button to create a Teams
moving to AOSP device service management team for the N Sign-in
managemen( features you want to roll out. We'll
IS Tesrisdevices v provide you with your organization's Bevices
Starting May 15, devices auto-update to assessment, task-driven Planner plan
s AOSP DM firmware. Intune and Teams p N SRS 5 STsamia he External Access
B8 Teams apps 4 admins must complete prerequisites or - s )
devices may sign out. — Files
f Meetings v Read about this change Meetings
B Messaging v e e 06 0 0 0 0
Voice v =
& Vo User search Teams user activity Release notes
8 Teams admin center release
&) Teams client health Last7days Last30days Last90days Last 180 days piy
Search by display or username
E8 Teams app release notes
& Locations v (Current channel)
o [E8 Teams app release notes
s o haonal)
* Navigate to the menu Teams apps - Manage apps
VI nu n
i Microsoft Teams admin center £ search B & ?
| @ pashboard Overview  Collaboration activity
— Z Edit
©  Teams Premium ®
v Recommendation Deployment task status Self-help diagnostics
Teams ploy! p diag
If-| i
Set up custom alerts to get ~ Combaon seff helpiuees
& Users v o e o Use the Start button to create a Teams
notified about meeting issues in . service management team for the e Sign-in
2 Y > Authentication
real-time features you want to roll out. We'll
2l iTeams devices v ', provide you with your organization's Detices
Investigate and fix meeting audio, video, assessment, task-driven Planner plan
content sharing and network issues with Y and other resources to streamiine the External Access
B Teams.apps ® A ol roll out.
A— Files
’ X .
Manage apps l l ” Meetings
Permission policies 16 5l e ale
Setup policies
User search Teams user activity Release notes
Customize store = d "
'eams admin center release
z Last7days Last30days Last90days Last 180 days o5
B Meetings v Search by display or username Q
Teams app release notes
(Current channel)
= Messaging v
o E3 Teams app release notes
(Preview channel)
R Voice 7 Recent searches will show up here.
i1 wite w19 w2 w21 2 wi2a Teams app What's new
M Channel messages ' Chat messages W Posts.

Microsoft Teams Admin Portal - Teams apps - Manage apps

B CyberTwice™.
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CyberTwice Configure Algo IP Speakers for the CyberGate service

A e Search for ‘CyberGate’ using the search box. The CyberGate application will show.

i1 Microsoft Teams admin center P search

@ Dashboard Manage apps
Actions

<@

Teams Premium Control which apps are available to install for people in your organization by allowing and blocking apps. You can also upload,
approve, and publish custom apps made specifically for your organization to the app store. After managing apps on this page,
use an app setup policy to pre-install apps for your users. Learn more about managing apps.

B Teams v
& Users v
Apps to consider allowing Pending approval Featured app
i v
o 52 1377 0 0 < m ::br!:leﬂortless whiteboar
B8 Teams apps ~ ’ this secure, publisher-attes
R Microsoft 365 Certified () Publisher attested (D Submitted custom apps Updated custom apps collaboration agent.

00

| Manage apps

Permission policies

Setup policies

=
§S]
=
(5}
Q
Q
<<

Browse by  Everything v/
Customize store

" A Edit availability 2% Add to team ¢ Customize 1item cybergate { X = &
leetings v ——

X Name Supported on @ Available to Certification @ App status © Publisher Publishing status (D
Messaging v

CyberGate &

Voice 5 =8 i Everyone - Unblocked CyberTwice

& ¢ W &

Teams client health

L3

Microsoft Teams Admin Portal - Teams apps - Manage apps - Search for CyberGate

e Select the found ‘CyberGate’ and click on ‘Edit availability’. Set the CyberGate availability to
‘Everyone’ and click ‘Apply’.

Edit availability
& CyberGate
Adds features to the CyberGate Saas servic.

Available to

Apply Cancel

Microsoft Teams Admin Portal - Teams apps - Set availability to ‘Everyone’
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he CyberGate service

e Navigate to the menu Teams apps - Setup policies

Microsoft Teams admin center P search

®  Dashboard App setup policies

©  Teams Premium App setup policies control how apps are made available to a user with the Teams app. Use the Global (Org-wide default) policy
and customize it or create custom policies and assign them to a set of users.

. Teams v

£ Users v

App setup policies summary

Teams devices M 2 0

B T x Default policies Custom policies
feams apps

&

Manage apps

Permission policies Manage policies Group policy assignment

=
§S]
o
(3}
Q
Q
<<

\(m—z/ + Add 7 uplcat : olcy €8 Manage users Q_ search
B Meetings v Name T Description Custom policy

B Messaging ~ Global (Org-wide default) S

R Voice v FirstLineWorker This is a default app set. No

Microsoft Teams Admin Portal - Teams apps - Setup policies

e Select the policy ‘Global (Org-wide default)

Microsoft Teams admin center P search

@ Dashboard App setup policies

@ Teams Premium App setup policies control how apps are made available to a user with the Teams app. Use the Global (Org-wide default) policy
and customize it or create custom policies and assign them to a set of users.

. Teams v

&£ Users e App setup policies summary

B Teams devices v 2 0

m Teams apps 2 Default policies Custom policies

Manage apps

Permission policies Manage policies Group policy assignment

| setup policies
Customize store + Add 7 el e olicy 89 Manage users Q search
B Meetings v Name T Description Custom policy

/@'m No
M v
B Messaging v

Q  Voice v FirstLineWorker This is a default app set. No

Microsoft Teams Admin Portal - Teams apps - Setup policies - Select ‘Global’
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CyberTwice Configure Algo IP Speakers for the CyberGate service

A e At 'Installed apps’, click Add apps to add CyberGate
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=
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i Microsoft Teams admin center £ Search

= App setup policies \ Global

@ Dashboard lGlobaI (Org-wide default)

@ Teams Premium
Default policy for users who aren't assigned to a policy.

A Teams v
A Users i Upload custom apps © @D off
&5 Teams devices N User pinning © @ o
B} Teams apps ~

Installed apps

Manage apps Choose which apps and messaging extensions you want installed in your users’ personal Teams environment and in meetings they create. Users can install other available apps from the Teams app store. Learn more

Permission policies

| setup policies Add apps that you want to install.
- Add apps
Customize store W

[H Meetings v

Pinned apps
B Messaging ¥ Pinned apps are installed for people assigned to this policy. Select apps to pin to the app bar, i ions, meeting ions, and calling ions; then rearrange them in the order you want them to appear. Learn more
% Voice v

—+ Addapps I Move up <, Move down X Remove 6 items

Teams client health
v Appbar G v/ Messaging extensions G v Meeting extensions G Vv Calling extensions G
L fo) G ® 5 o 6 6}
@ Locations v n ctivi
1 ctivity =
® ® 0]

8 Frontline deploy.. v = No pinned apps No pinned apps No pinned apps

Microsoft Teams Admin Portal - Tean;s apps - Setup policies - Add apps

e Search for cybergate in the search box, select it and add CyberGate.

Add installed apps

Search for apps you want to add or to see a list
of apns [anage apps.

cybergate

@ CyberGate Sgylect

To add apps, search by their
name above.

Add Cancel

Microsoft Teams Admin Portal - Teams apps - Setup policies - Installed - Search and select CyberGate
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A The CyberGate app will show as installed.

= App setup policies \ Global

@ Dashboard [Global (Org-wide default)

®  Teams Premium
Default policy for users who aren't assigned to a policy.

8 Teams v
A Users it Upload custom apps © @D o
B Teams devices v Usér plrning © @ o
o=
o B Teams apps ~
= —_—
(<5 Installed apps
(o Manage apps Choose which apps and messaging extensions you want installed in your users' personal Teams environment and in meetings they create. Users can install other available apps from the Teams app store. Learn more
S ging ¥ gs they
<C Permission policies
- Add apps. 1item
| setup policies
Customize store Name App ID Publisher
[ Meetings v % CyberGate 8dd84f10-2bf-4c8b-9116-7eb326bd7c8e CyberTwice
B Messaging v
& Voi . Pinned apps L
i
oice Pinned apps are installed for people assigned to this policy. Select apps to pin to the app bar, meeting and calling then rearrange them in the order you want them to appear. Learn more
) Teams client health
~+ Add apps. A 6 items
® Locations v
v Appbar @ © Messaging extensions © V' Meeting extensions @ v Calling extensions ©
&  Frontline deploy... v
1 n Activi = -
v ® ® 0]

@  Enhanced encrypt No pinned apps No pinned apps No pinned apps
2 B ca = | o]

Microsoft Teams Admin Portal - Teams apps - Setup policies - CyberGate added to the organisation

e At Pinned apps, click ‘Add apps’ to add CyberGate to the Teams environment of the users.

Microsoft Teams admin center £ Search P
= Upload custom apps © @) off
7 T User pinning © @ on
© Teams Premium
Installed apps
581 Fhams o Choose which apps and messaging extensions you want installed in your users' personal Teams environment and in meetings they create. Users can install other available apps from the Teams app store. Leam more
£ Users v —+Addapps > Remove | 1 item selected
& Teams devices Y v Name AppID Publisher
B Teams apps & © & CyberGate 8dd84f10-2fbf-4c8b-0116-7eb326bd7c8e CyberTwice
Manage apps
Permission policies Pinned apps
et Pinned apps are installed for people assigned to this policy. Select apps to pin to the app bar, i meeting ions, and calling ions; then rearrange them in the order you want them to appear. Learn more
etup policies
Customize store L dd ggps Y Gz
Add apps
[ Meetings % ‘Apu bar © V' Messaging extensions © V' Meeting extensions © v Calling extensions ®
B Messaging v O s _
1 Activi = 7 N
% 0] 0] o
No pinned apps No pinned apps No pinned apps
& Voice e 2 B ch =
@ Teams client health u _
3 Teams =
Locations v
® 4 Bl cotendar =
A8 Frontline deplo ™
B PIoY; s B ciing =
@  Enhanced encrypt.
4 6 @ OneDrive = o
B Policy packages
=

Microsoft Teams Admin Portal - Teams apps - Setup policies - Add CyberGate to the Pinned apps
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CyberTwice Configure Algo IP Speakers for the CyberGate service

Note: If you already have an earlier version of the CyberGate app pinned, please
remove this pinned version first before pinning the new CyberGate app!
Not doing so will result in a non-working CyberGate app.

e Search for cybergate in the search box, select it and add CyberGate

Add pinned apps

Search for apps you want to add or to see a list
of apps. fanage apps. G

_cybergate]

@ CyberGate Se@ct

To add apps, search by their
name above.

Add Cancel

Microsoft Teams Admin Portal - Teams apps - Setup policies - Pinned - Search and select CyberGate
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CyberTwice Configure Algo IP Speakers for the CyberGate service

A The CyberGate app will show as pinned in the App bar and in the ‘Calling extensions'.
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i Microsoft Teams admin center L search L3 & 2 ‘

App setup policies \ Global

@ Dashboard [Global (Org-wide default) |
@ Teams Premium
Default policy for users who aren't assigned to a policy.
A Teams ~
& Users % Upload custom apps © @ on
& Teams devices 7 User pinning © () on
B Teams apps o

Installed apps

Manage apps Choose which apps and messaging extensions you want installed in your users' personal Teams environment and in meetings they create. Users can install other available apps from the Teams app store. Learn more

Permission policies

~+ Add apps X Rer 2 items
| setup policies
Customize store o Name App ID Publisher
Bl Meetings o S CyberGate 8dd84f10-2fbf-4cBb-9116-7eb326bd7c8e CyberTwice
B Messaging v
% Voice v
Pinned apps
& Teams client health Pinned apps are installed for people assigned to this policy. Select apps to pin to the app bar, i ions, meeting ions, and calling then rearrange them in the order you want them to appear. Learn more
v
@ Locations ~+ Add apps ! 10 items
A& Frontline deploy. b v Apptar @ v Messaging exensions O ' Missting extansions © @ Calling extsnsons o)
@  Enhanced encrypt ] B cyberGate = o o 4 CyberGate =
DaliEyakagEe No pinned apps No pinned apps
e[St pacad : [ =
= Planning 4 ) _
3 E Walkie Talkie =

k) u Chat

5 B s
6 Calling
¥ B cotendar

8 @& OneDrive =

Il

Microsoft Teams Admin Portal - Teams apps - Setup policies - CyberGate successfully pinned

The policy change will take up to 24 hours. After that, the CyberGate app will be available for the
Teams users in the organisation.

The policy change will take up to 24 hours. After that, the CyberGate app will be available for
the Teams users in the organisation.
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A Availability
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How to use

The CyberGate app uses the same credentials as used for Microsoft Teams. It automatically retrieves
information from CyberGate regarding the Multi-ring groups the user is part of.

In this example, the user koos.ridder@cybertwice.com is part of two Multi-ring groups:

« Sales personnel group
« The wall group

The ‘Sale personnel group’ contains three users and the ‘The wall group’ contains two users.
In the ‘Sale personnel group’, the user koos.ridder@cybertwice.com is supervisor (*) and can
therefore set the availability status of all users in this Multi-ring group. He can also edit this Multi-ring

group (add / remove users).

In the ‘The wall group’, the user koos.ridder@cybertwice.com is a normal user and can only set his
own availability status.

The availability status takes effect immediately.

+ Available: You are available in the Multi-ring group and therefore you can be called by CyberGate
« Unavailable: You are not available in the Multi-ring group and won't be called by CyberGate

T
Q
e CyberGate Availability  Devices Open-door

®

CyberGate App - Availability

Note:
To configure the supervisor role for a Multi-ring group, use the CyberGate Management Portal
(admin.cybergate.cybertwice.com).
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CyberTwice Configure Algo IP Speakers for the CyberGate service

A Devices

How to use

The Devices menu provides an overview of the configured devices in your Tenant. the view is sorted
by location of the devices and the results can be filtered to search a specific device.

Each device is shown as a tile. The tile shows the following information:
« The device type - intercom, camera or audio / paging

« The device name

« The online status - is a device online or offline

- Recording status - is recording enabled for this device

« Two way video - is two-way video configured for this device
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A Connect button is available if a device is configured to be called to from Microsoft Teams. Clicking
on this button initiates a call to this device.

T
7 CyberGate Availability ~ Devices ~Open-door

Q
Alkmaar

CNA Frontdoor
E Alkmaar E

Connect Device is offline

The Wall

8028 G2 IP Style intercom M3077-PLVE
E The The Wall E The Wall The Wall

Device is offline Connect Connect Connect

CyberGate App Devices Tab - Configured CyberGate devices

Note:
The devices shown to a user in the Devices menu can be limited using the Device access settings
in the CyberGate Management Portal (admin.cybergate.cybertwice.com).
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